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About the Tutornial

 Check Tutorial Website for:
e Slides, Code, Datasets
* Link to various relevant publications

https://www.tulip.academy/tutorials/ganblr/ICDM2022/

e Take notes

 Be proactive:
e [nteract and discuss
 Ask questions and time
* Build collaboration
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Session |
* |ntroduction, background, preliminaries

Session I

» Historical, recent and emerging trends In
tabular data generation

Session lll + Accompanied Lab Session IV
« GANBLR

Session V

* Evaluation methods on synthetic data and
interpretation

* Applications



About this Tutoral

 Tabular Data Generation

 Why is this important/relevant?

 What are popular techniques?
e \What are the new trends?

 What are the applications?

Q-

Data Generation
Model

 Accompanied iPython Notebook requires following packages:
* Code for state-of-the-art tabular data generation models
» Offers a generic framework that offers to build and evaluate your own data generation algorithm

* Plug and Play
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Introduction

Motivations (with an example)

Generative vs. Discriminative Models
 Why study generative models?

Problem Formulation

Generative models taxonomy

Tabular Data Generation

Structured Data vs. Tabular Data
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Motivations
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Image Dataset Model

No Teeth

With hats




Motivations

ID

1 23 29k VIC

2 49 102k NSW
1000 35 91k VIC

Tabular Dataset

—_

Data Generation
Algorithm

Un-biased

Privacy
Preserved

Adversarial
Defence

ID Age Salary ELocation
_________ 1 [ 28 2% . VIC
2 49 1 102k : NSW |
""" 1000 | 35 @ 91k = VIC |

ID Age Salary ELocation
_________ 1] .28 2% . VIC
2 49 1 102k : NSW |
""" 1000 | 35 = 91k | VIC

ID Age Salary ELocation
_________ 1] .28 2% _ VIC
2 49 1 102k NSW |
""" 1000 | 35 = 91k | VIC
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Motivations

EEEERMAEE E
A b ¥ ‘ Ay
T 3 - ' ] 4
FHpEARERgET — @
- e EJ H H ¥ =1 B Data Generation

Algorithm

Smile No
Teeth

Down-stream
Task

Image Dataset

With hats

Stage 2

End-to-end Learning

10
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Motivations

Age Salar Locat

Un-biased

ID Age Sala Loc

1 | 23 {29k VIC
2 | 49 102 NS _»‘

.....................................

Age Salar Locat

Privacy
Preserved

1000/ 35 { 91k | VIC Data
| | Generation Down-stream
Tabular Dataset Algorithm Task
Adversary
Protection
Stage 2

End-to-end Learning

11
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Controlled Learning

Age Salar Locat

Constraints

Age | Sala n-bi
ID | Age ; Sala Loc Un-biased

1 | 23 {29k | VIC
2 | 49 102 NS _»‘

.....................................

Age Salar Locat

Privacy
Preserved

1000/ 35 : 91k VIC Data
Generation Down-stream
Tabular Dataset Algorithm 5 5 5 Task
: Age : Salar : Locat
Adversary
Protection

End-to-end Learning

12
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Generative Models

* Generative and Discriminative models have a long history in Machine
Learning [1]

 (Generative Models estimates: P(x,y)
* Use Bayes Rule to estimate P(y|x)
 Example model: Naive Bayes, TAN, KDB |
. Whereas Discriminative Models directly estimates: P(y|x)  Generative Classifier [2]
 Example model: Logistic Regression, ANN
» | eads to better classification performance

* Generative Models solves much deeper problem of learning a
distribution

* Fundamentally, learning is not only about distinguishing between
two classes

* But about learning distinct patterns that makes each class unique
 Much useful in cases when no class labels are present

Discriminative Classifier [2]

* E.g., what about estimating only P(x)?
13
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Why P(X)? BORYN
. Controlled Learning @ @

Age Salary

* Much powerful analysis @

* From[P(Y; X1, X2, X3, X4, Xs5), we can compute: Home-owner Gender

o P(Y | X1, X2, X3, X4, X5)

—> P(X1, X2)

L T
_

PDF/PMF

o P(X1|Y, Xz, X3, Xa, Xs)

* P(Xs|Y, X2, X3, X4, X1)

¢ ——— P(X3, Xa)

Function

14
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Problem Formulation

* We assume that we have some training data D from an unknown distribution: -

« We are interested in obtaining a distribution: | Pmode1(x) Barametric

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
. .

Maximum Likelihood
—  P(X;, X Estimation

PDF/PMF

* .
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
. .

Function

* *
.
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Problem Formulation

* We assume that we have some training data D from an unknown distribution: -

« We are interested in obtaining a distribution: | Pmode1(x) Barametric

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
* 3

P(Xi, X))

i
_

.
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

...........................................................................................................................................................................................................................................
* .

model X, 9
o - @—
—  P(X, X) Multi-objective
%) Loss + MLE

Adversarial,

Function

*
.
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Maximum Likelihood Estimation (MLE)

* Principle of MLE states that choose a set of P(x: 6) | H Pz 6)
parameters — @ for the model that maximises the e
likelihood of the training data l

* Minimizing the KL divergence between Pgata(X) and
Pmodel(X) IS exactly equivalent to maximizing the log- l
likelihood of the training set

N

* |f Pgata(X) lies within the same family of distributions 0" = arg s Z log P(2; 0)

as Pmodel(X), the model would recover Pgata(X) exactly
l Equivalent to

0" = arg mea,x DkrL (Pdata(x) | |Pmodel(X§ 9))

17
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Problem Formulation

* We assume that we have some training data D from an unknown distribution: -

 \We are interested in obtaining a distribution: | Pmodel (%)

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
* 3

Tractable
Approximate

Parametric RBM

' NADE VAE

.
---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
* .

Function E

*
.
-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Taxonomy

Generative
Models

Tractable Density

Markov Chain

GSN GAN

Explicit Density Implicit Density
FVBN

Approximate
Density
NADE/MADE
PixelCNN
Variational

VAE Boltzmann
Machine

[1] Goodfellow, I. (2016). Nips 2016 tutorial: Generative adversarial networks. arXiv preprint arXiv:1701.00160.

19
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Structured Data

* EXxplicit interactions exist among the features Yy 18. |
: SHall [ compare thee to a Summers day?
* E.g., pixels next to each other affect each y Thou art more louely and more temperate:
Ve ‘ Rough windes do fhake the darling buds of Maie,
other values , And Sommers leafe hath all too fhort a dates
% . | Sometime too hot the eye of heauen fhines,
And often is his gold complexion dimm'd,
And euery faire from faire fome-time declines,
By chance,or natures changing courfe yntrim'ds
But thy eternall Sommer fhall notfade,
| Nor loofe pofieffion of that faire thou gw;g, 7
. : Nor fhall death brag thou wandr'{t in hisfhade,
Exam P le: When in cternall Iixﬁ:s to time thou grow'ft,

e Im ages Text. S peec h So long as men can breath or eyes can fee,

So long liues this,and this giues life to thee,

e Time Series

* Operations:

* Operations exists for feature engineering
and data representation, e.g.,
convolution




Structured Data -

Transforming n x n
matrix into 1 x n?
vector

! Attribute | Attribute | Attribute ! Attribute | Attribute ! Attribute | Attribute | Attribute ! Attribute | Attribute | Location
: 1 : 2 : 3 : 1 +1 I+2 : m m + 1 m + 2 i n-2 n-1 n
Datum 1 0 0 0 0 0 1 0 0 0 0
Datum 2 0 0 1 0 0 0 0 0 0 0 0
Datum 3 0 0 0 0 0 0 0 0 0 0 0
Datum 4 0 0 0 0 0 0 0 0 0 0 0
Datum N 0 0 0 0 0 0 0 0 0 0 0
Correlated Features _
_ - Transforming sentences
Machine Learning is super cool, we all should build awesome models. into tabular form —
| really appreciate your help. -
Data = Thanks so much... hey? representlng as vector
How is it going? We should have coffee sometime.
A Abacus Costume Drastic Machine Zyzzyva
Attribute Location Attribute Location Attribute Location Attribute Location Attribute Location Attribute Location
: 1 : 1 : 2 : 2 : k : k : ; m : m m+1 m+1 : : n : n
Sentencel | patum 1 0 0 0 0 0 0 11 0 0 o : 0
Sentence2 | Datum 2 0 0 1 0 0 0 o i o0 0 0 o | o
Sentence3 | Datum 3 0 0 0 0 0 0 o | 0 0 0 o | o
Sentence4 | patum 4 0 0 0 0 0 0 0 0 0 0 0 0
SentenceN | Datum N 0 0 0 0 0 0 o i o0 0 0 o | o

21
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Models for Structured Data

Conv2 Pool2

Conv1 Pool1
Input Image O>O->

—_— — —_—p \ >
" =51 f=2 f=5 f=2

f
32x32x3 ° 28x28x6 §=2 14x14x6|s=1 10x10x163=25x5x16l

120 84 10

|
Layer 1 Layer 2 400

Convolution + MaxPooling

- O

Convolution +

MaxPooling Convolution
(Transpose) v
Input Image Regenerated
Image
Represented
Image
Decoder
Encoder

22



Models for Structured Data

Generative Adversarial Networks
Variational AutoEncoders

Neural Auto-F
Etc

\egressive Models

Generator
Network

Input Image

- -

Convolution +
MaxPooling

Represented

Encoder

—

Convolution
(Transpose)

Decoder

Regenerated

DEAKIN
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Discriminator
Network

Fake / Not-
Fake
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Tabular Data

* No explicit interactions exist among the

‘\0
features O I & o
* E.g., age has no present correlation with O o o % P Y W

Salary Or Credit_SCOre, unless SpeCified by %Attribute1:AttributezéAttributeSgAttributet‘l Attribute5§AttributeGéAttribute?é ;Attributen
the dOmaln expert Sam Datum 1 1 19 M Low SE Grad Y 0

Adam/| patum2 2 25 | F | High W  Gad . Y .. 0

. Example: Alan |owns| s @ o wewm © om0 W1
 Customer’s Data (Retalil, Banking) , : :
Gru Datum 5 5 56 M Medium w |
. CenSUS Data .............................................................. A ............................... ...............................

Brett | patums 6 3 | ? | Low NE = Grad | N .. 1

Bart | patuma 4 20 | F  High City  School & N .. 1

b eeeeanneiiaannniicanncticnnnc]icancciccnnnciiccncciicnnncttadiocticnnnciicanncttcannciccnnneficannctccnnntttaannstccnnscttaadenttccnsciceanncttcannssccnnnctieannsstcsnnsiicannsstesnstissanhettcansttccnnntttcannnsssnnncsdeannstteanssiieanncttaannssssnndettcannntccanssitcannsstcancsss unnnsaamammsann.————————————

° EtC Lucy | Patum? 710 ? Low SE ? N w0

Sara | patumn N 20 | M Low E  Gad | N = .. 0

* Operations:
* Unlike Convolutions, no explicit operations

exists

24



Tabular Data

Attr

1

2

ibute Attribute Attribute

3

 Attribute

n

Datum 1

Datum 2

1

19

25

12

0

Datum 3

Datum 5

Datum 6

67

Datum 7

........................................................................................................................................................................................

items

{Bread, Butter, Soda}

{Soda, Onions, Chips, Potatoes, Shampoo}

{Diaper, Milk, Soda}

{Bread, Soda, Eggs, Muffins}

Soccer

Barcelona

Lost Winning Goals

Document
1

4

4

o 0 . 0

Document
2

Document

...........................................................................................................

Document
4

.......................................................................................................................................................................................................................

25

Sam

Alan

Bart
Gru
Brett

Lucy

Sara

<

a

xS

%0

C
S o 6&‘0

Attribute 1  Attribute 2 | Attribute 3 | Attribute 4  Attribute 5 _ Attribute 6 | Attribute 7

1 19

Low SE Grad
High w Grad
Medium IC PhD

School

~ High- ; |
. School |

Datum N

Low

Grad
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Question

= S — S— - = P — — — e — = = p— p— e ———

~» Can recent advancements (especially deep and adversarial learning) in structured data generation b

for tabular data generation?

\

— — —— - — ——— —

* |In fact there has already been several papers that target tabular data generation based on techniques
that are inspired from GANSs

 However, plain application of GANs to tabular datasets is challenging as operation of convolution is not
defined for tabular data

* In the next section, we will visit various recent GAN-inspired methods

20
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Taxonomy

Generative
Models

Tractable Density

Markov Chain

GSN GAN

Explicit Density Implicit Density
FVBN

Approximate
Density
NADE/MADE
PixelCNN
Variational

VAE Boltzmann
Machine

[1] Goodfellow, I. (2016). Nips 2016 tutorial: Generative adversarial networks. arXiv preprint arXiv:1701.00160.

28
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Taxonomy

Generative
Models

Explicit Density Implicit Density

Approximate

Tractable Density D it
ensity

Approximate

Tractable Density Density

Adversarially Non-Adversarial

Trained Training

GANBLR FVBEN VAE
NADE/MADE B&';Z:}ign |—I—| GSN
PixelCNN
Non-Adversarial
Training

Adversarially

Trained

GAN

29



Generative
Models

Taxonomy o

Explicit Density

QN
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Implicit Density

Tractable Density Approximate Approximate
Density Tractable Density Density

Non-Adversarial
Training

Adversarially
Trained

GANBLR FVBN VAE
NADE/MADE B“‘;';im';“ I—I_ GSN
PixelCNN
Adversarially Non-Adversarial
Trained Training

GAN

30




Generative Models oEAN

* Older Techniques  Existing Trends * Related Trends

Bayesian Networks [3] « Generative Adversarial Networks » xDeepFM [13]
(GAN) [7] + TabNet [14]

Restricted Boltzmann
Machines [4] « MedGAN [8]

 TableGAN [9]
Variational Auto-Encoders « CTGAN [10]

[5]  TensorGAN [11]

NADE [6]
* Existing Trends

 GANBLR [12]

31
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Bayesian Networks

A BN B is characterized by the structure G (a directed acyclic graph),
where each vertex is a variable and a set of parameters

* A BN computes the joint probability distribution as:

P(X1, Xo,..., Xp) = ﬁ P (X II( X))

* [wo step learning: .
P(Y =y, X = X) — (9y H 9X7::£Uz'|Y:y,H(X7;)=H(CCi)

» Structure Learning =l
* Probability Learning l
* Special consideration to the class variable (Y): P(y,x) = 0, H O, 1y T1(2)
n 1—=1

P(Y, X1, Xs,...,X,) =P(Y) | [ P(X;|Y, TI(X)))
i=1 ‘—» How about we maximise this?

32



DEAKIN

UNIVERSITY

Parameter Learning [20]

 Maximize Log-likelihood: * With constraints:

1ng(y(j)7 X(j))

||
NE

LL(G,0)

1

.
|

|
.MZ

10g Hy(j) + 10g9 () 1,,(5) (5) Z 9 = 1 and Z 6) ily,(xq) — 1
x;” |y I (" 7)

* corresponds to empirical probabilities computed from the sample data, l.e., 0y = Pdata(y )and
6$i|yaﬂ(xi) — Pdata(xi|yvn($’i))_

 Why maximize Log-likelihood? Why not Conditional Log-Likelihood?

33
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Structure Learning

e Restricted:

Naive Bayes
TAN

KDB

Difficulty Intelligence

* Un-restricted:  Domain Experts ° 0

» Hill Climbing Search (K2) : SAT
N OO
é)Letter

34
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More about Bayesian Networks
| I:)-m;’:cructural guarantees
 Easy sampling
* Tractable

e Cons:

* Not all distributions can be captured by
Bayesian Networks

Bayesian Networks provides a descent framework for data generation. They are tractable, intuitive and if the
assumptions are held, they can provide excellent results. In any study, they should be used as a baseline to
bench-mark the performance of new models.

/
{
|

35



DEAKIN

UNIVERSITY

Markov Networks (A

* A Markov Network is an undirected graph, and factorized Q e
joint distribution as:

P(X1, Xs,....X,) = [ [ 2(D:)

P(A.B.C.D) =®(A,B)®(B.C)®(C,D)®(D., A
* Here Diis the maximal cligue in our network (4, B,C, D) (4, B)®(B,C)2(C, D)®(D, A)

* Issue in Markov Networks is the tractability, as we must

normalise to formulate a probability distribution: (4, B) ®(5,C) ®(C, D) ¢(D, )
a® BY 30 |b8Y & 100 4 1 |dY & 1000
a® bt 5 | Y 1 & dt 30| d° at 1
1 M at 0 1 | bt 1 ¢t d° 30| dt o 1
P(X1,Xs,..., X)) = 7 H d(D;) a' b' 10 | ' ' 100 [ ¢ d' 1 [ d* o' 100
i=1

P(A, B,C, D) = %CD(A,B)CD(B,C)CD(C, D)®(D, A)

36
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More about Markov Networks
. Pros: (A

e Structural guarantees
 Moderate ease of sampling Q 9
* Can represent wide range of

distributions Q

e Cons:
 |ntractable

— —_——————— == e — - — = = = = SR S e — ——

- Markov Networks such as Restricted Boltzmann Machines (RBM) provides a systematic way to approximate
- the distribution. RBMs can be impractical for image datasets, but still can provide some hope for tabular data
especially in the context of Controlled Learning.

/
{
|

37
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Learning in RBMs "%~ zIITeeeoTlue I

* Introducing parameters in RBM to learn:

* A parameter form for clique potentials is introduced
and the parameters are learned

Gij(viy hy) = el
Yi(v;) = ™"
§j(hy) = e

Pt m) = L [TTT% [[e e
i g i J

1
P(V, H) = e BV

P(V,H) = %ezi 2.5 Wijvilj+2.; bivit2.; eih; ‘ \

E(V, H) — — Z Z Wijvihj — Z brﬂ}i — Z thj
38 i J i J
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RBM — A Stochastic ANN

P(Ul — 1‘H) — O'(Z lehj + bl)

7=1

P(hy =1V) =0() Wiv; + a)

1=1

 What objective function should we use to optimise the
weights?

N
0" = arg max 2 log P(x'"; 6)

1=

RPN —E(V,H)
= log E ; e

_ logz o—E(V,H) _ k)gz o—E(V.H)
H V,H

E(V, H) — — Z Z Wijvihj — Z bﬂ}i — Z thj
39 i J i J



RBM — A Stochastic ANN

L(#) = log Z e BV _og Z e BV, H)
H V,H

OL(6)

0w7;j

= Epujvy hivj — Epv,m) hiv;

 Second summation has exponential number of terms and
hence is intractable in practice

 What should we do?

« Sample from another distribution Q, making sure that if
you keep drawing from distribution Q, your samples will
start to look as if they are drawn from P

* Gibbs Sampling
* Contrastive Divergence

40

E(V, H) — — Z Z Wijvz-hj — Z bﬂ}i —
1 97 1
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RBM — A Stochastic ANN@

l Gibbs Sampling @

(K (k)

o()_ Wiz} + ci)v;
i=1

Contrastive
Divergence

Restricted Boltzmann Machines (RBM) through Gibbs Sampling provides an excellent opportunity for
performing Controlled Learning.

, e



Variational Auto-Encoder [5]

* Driven from typical Auto-Encoders

 Key idea: make both the encoder and the decoder

probabilistic

That Is, the latent variables z, are drawn from a
probability distribution depending on the input,
X, and the reconstruction iIs chosen

probabilistically from z

<

p
P, (X|2) Decoder
_
-
a
Qg (2| X) Encoder
&

T

DEAKIN
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Encoder < Decoder >

x—
=

x-
o

x—
w

X » X

42



 Goal 1:

* Learn a distribution over the latent variables
 Goal 2:

* |earn a distribution over the visible variables

e Use ANN as encoders and decoders

* P(z) are assumed to come from standard normal
distribution — zero mean, unit variance

e Encoder:

* Job of encoder is to learn the parameters of this
distribution (mean, variance)

e Decoder

* P(X|z) is a Gaussian distribution with unit variance
and the job of the decoder is to learn the
parameters of this distribution

43

Variational Auto-Encoder

Py (X]z2)
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ol
)

Decoder

&

Encoder
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VAE — Objective Function

* VAE maximizes following objective
function:

P(x) = /P(z)P(X\z)dz

= —E,q, (z|x)l0og Py (x|2)]

______
~~
~
s

""""

k4 Q
.
. o .
. . .
. .
.
g G
.
’ .
—h A
.

1 1

1 1

X

w
“‘ e emmmemm—————— I -‘.-.'."'-.—.-.'.—......'.':‘.‘ ....:.... ...t'.
“E .‘E‘-J .‘E l .‘E .E

.
.
.
r' .
.’ ¢'
x et .
.
.” ‘f
N .
- .
- Pid *

* Since P(z) is assumed to be Gaussian, Encoder Neural

and we want Q(z|x) to be as close to
P(z) as possible, we modify the loss
function slightly as:

L(ea ¢) — _EZNQ9(2|X) [log P¢(X|Z)]

Encoder/Decoder

Network

KL(Qq(2[x)[[P(2))

Closed-form
Solution

44

Decoder Neural
Network

QN
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« 4

VAE — Objective Function (et

4
KL(Qy (2} [P(2})) = [ Q21 log Qyslx)dz — [ Qylelx) log P(elx)dz -
— F, (- [l0g Qg (]x) — log P(2]x)]
= Eq, (z1x) 108 Qg (2]x) — log P(x|z) — log P(z) + log P(x)]
= Eq, (21x) 108 Qo (2]x) —log P(2)] — Eq, (z|x)[log P(x|2)]| + log P(x)

— KL(Qq(2x)||P(2)) — Eq, (+/x) [l0g P(x]2)] + log P(x)

DEAKIN

UNIVERSITY

L(0,¢) = —Esrq,(z1x) [log Py (x]2)] + KL(Qp(2]x)[[P(2))

KL(Qq(2[x)[|P(2|x))

f/@@) ff/\@@l @ T
@\VéT a5 T ‘

Nice closed form Intractable
solution

Encoder/Decoder
Network

45
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Reparametrizatoin Irick

L(0, ) = ~B.q (- [log P (x]2)] + KL(Qy ()| |P(2)) X T
- a2

P4 (X|2) Decoder

eSS e - e ——— e e —— _

Qg (2] X) Encoder

~ VAE models have sound theoretical foundations, and can
q be a potential tool for Controlled Learning.

- I

—




DEAKIN

UNIVERSITY

NADE [6]

 What we want:
 We have n number of inputs
 \We have n number of outputs

* As n increases, the number of parameters of our
model should not grow exponentially

* NADE
* Neural Autoregressive Density Estimator

* For every output unit, a hidden representation
using only the relevant input units is used

48
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P(Zl?k|£17k_1, Ll—2q .. ,5131) — O'(thk Ck)

h, = O'(W,,<kX<k -+ b)

49
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[ 000000000 -~ O

Pa—— —— I

L1 L9 x3 L4
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Training NADE

Zlog P(x)
- | ( 000000000 © )
Z . 1k’a‘%“P(%"X<j) £y - s N

" NADE’s potential for tabular data generation is not fully explored, however, it provides an excellent model that

can be used as the benchmark for other methods.
\‘

N
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J

(Sf’.)
Q\

%)
\&

000000000 O

X1

[

N

N

N

> @@ ok >
QN QN QN

®\

Q\

Masked Auto-Encoders Density Estimators

MADE [19]
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Wy Wi Wiy Wy Wi 0 100
Ws W Wi Wiy Wil o 1 10
Similar to NADE
, Wh Wh Wh Wh WE| |10 100
» Sum of Cross-Entropies W4 WE Wi Wi Wi |11 1 1

Masking can be done quite efficiently

Similar to NADE, the model is not good for abstraction
* EXxcellent for generation

= ——— B i w—— — e —— — = = S _ — — —— P— —_————

Various other variants of NADE exists, e.g., RNADE, DocNADE, Supervised DocNade, DeepNADE, etc.
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Generative Adversarial Networks [7]

Fake/No-
Fake f
min/p(z) log(1 — Dg(Gy(2))) [ — j
¢ Discriminator
l Synthetic
Data
m(gn Esz(z) [log(l — D@(G¢(Z)))] (O O*O O) (Q Q Q Q)

Real
D:taa

Generator’s Objective Function [ Generator J

max Epopy,,. ()08 Do(x)] + E.p()llog(l — Do(Gy(2))) (IITD

Discriminator’s Objective Function z~N(0,1)

mggn max EonPana() 10g Dg(x) + E.p(2) log(1 — Dg(Gy(2)))]
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Generative Adversarial Networks

Fake/No- T
Fake

Discriminator
minmax [E; p,,..()108 Do(x) + E.p(2) log(l — Dp(Gy(2)))]

@ 0 Synthetic

O O+O o 0000

Real Data

[ Generator J

max EonPann () 108 Do(x) + E.op(2) log(1l — Dy(Gy(2)))]

Discriminator’s Objective Function

mgbin E. p(2) log(1 — De(Gqs(Z)))]

Generator’s Objective Function
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Training GANSs

* |nstead of minimizing the likelihood of the discriminator being correct, maximize the likelihood of the
discriminator being wrong, of course, the objective remains the same but the gradient signal becomes better

for number of training iterations do
for k steps do

e Sample minibatch of m noise samples {z(%), ..., 2("™)} from noise prior p,(2).
e Sample minibatch of m examples {z'1),..., (™} from data generating distribution
pdata(m)-
e Update the discriminator by ascending its stochastic gradient:
1 ; z.
Vi 2 log Dy, (2?) + log(1 — Dy, (G, (29)))
end for
e Sample minibatch of m noise samples {21, ..., 2(™)} from noise prior p,(2).

e Update the generator by ascending its stochastic gradient (improved objective):

m

Vo, 3 1og(Ds, (Go, (7))

=1

end for
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GANs - Summary

Fake/No-
Fake ?
 Amazing results on structured datasets Discriminator
 Hundreds of applications Synthetic
* Sound theoretical properties: Data(@ 000 @000
* Minimising GAN'’s objective function (with optimal t Real Data
discriminator) is equivalent to minimising the [ Generator J
Jenson-Shannon Divergence (JSD) between P(X) T

and P(Z) (IID

z~N(0,1)

* |ssues - Mode Collapsing
* Variants;

* Instead of minimising JSD, minimise Wasserstein
Distance (WD), leading to Wasserstein GANs

GAN’s relies heavily on neural network architecture as a generator, and for tabular data will bring the same
drawbacks. However, the idea of generator and discriminator working in tandem is great and can be
leveraged for tabular datasets
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Generative Stochastic Networks [16]

* Inspired from the idea of Denoising Auto-encoders
(DAE)

* Transforms the difficult task of modelling P(X) into a
supervised learning problem that may be much
easier to solve

* Given X from some unknown P(X), we obtain a
corrupted X', by sampling from a known corruption
distribution: C(X’|X) - we then use supervised learning
methods to train a function - P(X'[X) - to reconstruct, as
accurately as possible, any X from the data set given
only a noisy version X'

P(X|X)) = %C(X’|X)P(X)
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TensorGen: Generating H

* Learn a naive Bayes like model

* Generate m instances following a generative

process, however, there is one latent state and
that Is the class

o Similar to Restricted Boltzmann Machines,

however, learning is based on Tensor
Factorization

« Constrained to binary variables

* Results comparable to state-of-the-art methods
like medGAN

 Dataset used is proprietary

DEAKIN

UNIVERSITY

ealthCare Records [11]

- = —— = = e — — ==

,‘/ Definition 2.1 A Naive Bayes model (NBM) is a set of d + 1 variables (Y, z1,...,z4) where Y isa |
| hidden (unobservable) discrete variable with a finite number of possible outcomes: Y € {1,...,k}.
. We define wy, := P(Y = h) and w := (w1,...,ws) ' . The vector X = (z1,...,x4) is observable,
its outcomes depend on the value of the hidden variable Y and the random variables x4, ...,z4 are |
conditionally independent given Y'; we define p; ; = E(z;|Y = j), and M = (p;)i; € RI¥*F.
KAlso we will denote with p; the set of columns of M: M = [u1], ..., | ux]-

o1
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TensorGen: Generating HealthCare Records

. . N = x (4)
* When learning the parameters of a Latent Variable — N Z
Model (LVM) with a tensor method, we have to
follow t teps:
QHOWTWO Steps. A Y XO @ x®
 We need to manipulate the observable N —
moments in order to express them in form of a Z:V
symmetric-low rank tensors, to approximate: ~ 1 .
k &y i=1
szuz, Mo = szuz @ pi, M3 =Y wii; @ ju; X i3, where
=1 1=1

M, € Rd,M2 c Rdxd7M3 c Rdxdxd Algorithm 1 SVTD

Require: M, M>, M3, and the number of latent states &
1: Decompose My as My = UkSkUk with a SVD.
2: Select a feature  and compute M3 ,.

° SeCOnd, we have to use a tensor ) 3: Compute O as the singular vectors of

decomposition algorithm to get (M, @) H, := (Sk)"2U}] M3 Up(Sk) ™2

for:=1— ddo
COIIIpllt@ Hz = (Sk)_ % U];I_M3,2Uk(sk)_%
Obtain the i—th row of M as the diagonal entries of O H;O
end for
Obtain w solving M1 = Mw
Return (M, w)

- AR A

62



Generating Airline Passenger Records [14]

 Make use of Wasserstein GANs (WGANS)

* For unbiased gradients and better convergence:

e Make use of Cramer distance

» Special Handling of:
* Numeric attributes
» Categorical attributes
* Missing values

Embedding Dimension

A D
[l
fo-=-1 (T
1-/ ...... Lu
/ o
" /
D g
2 /
c~ f
2 E
¢/
o
g o - R iy}
73] E’ -
O« .
o
=) v
= "’.\ """ )

Z o E(i)

Linear Act.
|
out
. A
2 D
®
= A
E Xenc ‘
G A t
2]
= B - &
|
. T ]
l
Numerical Features Categorical Features
Sigmoid  Softmax Softmax

p
o Xg
et ;
(qv] Numerical Categorical
b Features Features
Q
c
G

T
|
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Fake/No-
Fake f

Discriminatorj

Synthetic

i (e)e 00 ©009

Real Data

[ Generator J

T
GO0 O)

z~N(0,1)
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Deep and Cross-Net [17]

e Cross-Net architecture OO

: Combination output layer P ©

) DC N p = Sigllloid(w'logitxstuck + blogit) T

———————————

« Composed of deep layers O oo e |
* And cross-layers: 0000007 hi@ee

.......................................

Cross network ? Deep netwrok
USRS AU ) B S
T : e ccccrcccc e .- ’ : : NSeecccccceeeee ’
X1+1 = X0X; W] + by + x; = f(x7, wy,bp) + xy, T o B
00000 0in e e
I, = il’()l?g.wc,() + beo + I()T J Thl = ReLu(W}, gz¢ + by 0)
Output FeawrsGrossng - Pas TR % {9 910 010 O

------------------------

‘@.i0 000! (@ (0: T

. : : : | :Embedding and stacking layer
: , E ® ; O ; @ Dense feature () Embeddingvec @ Deep layer
:\O,‘I il o (O Sparse feature () Cross layer @ Output

< 000
O

w o+ b+

I
=
S
&3

Figure 1: The Deep & Cross Network
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MedGAN [8]

[ Discriminator ]—» Real/Fake

X

[ Decoder j

1

Encoder

1

]ﬂ

[ Generator J

z~N(0,1)
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Real or Fake?

S . . . -
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ReLU(BN,(W>x,))
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MedGAN

e Pre-trained Auto-Encoder
e MSE loss for count variables
* Cross entropy for binary variables

[ Discriminator j—»Real/Fake

 GAN'’s generator aims to generate representation % I
of patient record (that is the output of the encoder),
rather than generating the actual record [ Decoder }—I
* QOutput of decoder is rounded to their nearest integers to ) T
ensure that discriminator takes as input only discrete [ Encoder J [ CErErETE) j

values
o1

T

z ~N(0,1)

* Addressing Mode Collapse
* Mini-batch Averaging

* Average of the mini-batch is concatenated on the
sample and is provided to the discriminator

006
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where x,, = Dec(G(z;))

[ Discriminator J—» Real/Fake

1=1

04 0, +aved% ) "log|D(x:, %) + log(1 — D(xa,, %z)) I
X

1 « _
Hg,dec — eg,dec + Ofveg dec o0 Z log D(xzz ) Xz)

deom L ( Decoder J
where X = — sz Xz, = Dec(G(z;)) sz z T |

[ Encoder ] [ Generator j

x 4 T

z ~N(0,1)

* Addressing Mode Collapse
* Mini-batch Averaging

* Average of the mini-batch is concatenated on the
sample and is provided to the discriminator
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TableGAN [9]

* Address privacy and security concerns:
* Re-identification attack

Machine Learning Model
(trained with the original table)

il |
e Attribute disclosure =
 Membership attack /M\
Original Table

DEAKIN

UNIVERSITY

Machine Learning Model
(trained with the fake table)

Compatible

Table Generative Adversarial Networks

* Adopts DCGAN [22] architecture and have
Generator and Discriminator, but has an
additional component — Classifier (C):

* C predicts synthetic record labels

* Adding C helps maintain the consistency
of values in the generated records

Rows in Matrix Form | Parameters to control
I Privacy Level

____________________

\/

Synthetic

Synthetic

16*16*1 16*16*1

J—

R
\

8*8*64

>

Zanil
p N

|

Fake Table

b g
"Oces:IOI‘)

Rows in Matrix Form

4*4%128

Discriminator

Real

—~OX

Synthetic

2%2*256

Sigmoid

\lo\\‘ﬁon
' ¢ 3 DeCDloces® "
* E.g., record with ‘Gender = Male’ and B "

‘Disease = Uterine Cancer’, must be

prevented ~2 224256 4rarize BeE%64
I Generator
I
<

63

Back Propagation
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f stands for feature
extracted from last layer

TableGAN

* Three Losses
* Typical GAN Loss
* Information Loss
» Classification Loss

Threshold for controlling
the level of privacy

Function | returns
the label

69



TableGAN

* Three Losses
* Typical GAN Loss
* Information Loss
» Classification Loss

10
11
12

13
14

15
16

Input: real records: {x1,z2, - } ~ p(x)
Output: a generative model G

GG < a generative neural network
D < a discriminator neural network
(' + a classifier neural network

/ *

Initializing to zero vectors

£X om0, f5 — 0;fZ, . « 0;fZ 0

whi

end

le until convergence of loss values do
Create a mini-batch of real records

Xminz' — {3717 T 7$n}
Create a mini-batch of latent vector inputs for GG

Lmini = {zl, T ,Zn}
Perform the SGD update of the discriminator D with
D
Lorz’ g
Perform the SGD update of the classifier C with £, .

/* Moving average update of the mean
and standard deviation of features

* /
£ can =W X fovean + (1 —w) X E[fz]eex,. .
X =w x £ + (1 —w) x SD|fy]zex,. ...
f'r%,ean =w X f'nZzea,n + (1 - w) X IE‘:[fG(z)]ZEZ
£ =w x £5 + (1 — w) x SD[fe()]2€2,,:m;
Perform the SGD update of the generator GG with
‘C’onr"ig + ‘C’z’C?nfo —I_ ‘C’gass

mint

return GG

70
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CTGAN [10]

e Mode Specific Normalisation Model the distribution of a For each value, compute the Sample a mode and
continuous column with VGM. probability of each mode. normalize the value.
 Continuous Attributes: A ) | ;
. . . M / | C; . )3
« Use Variational GMM to estimate the FN N NP YT T
number of modes (m), and fit a Gaussian /\(" NG\, Chab
mixture iy H N Ci.
e Discrete Attributes * Final Representation

* One-hot Representation
rj=o1;®01;®...0aN,,;®pFN,.,;®d1;®...0dN,,;

N — - w— — e = _ —— e =

' The method of training a generator does not account for the imbalance in the categorical columns. If the
training data are randomly sampled during training, the rows that fall into the minor category will not be

~sufficiently represented. If the training data is re-sampled, the generator learns the resampled distribution
~ which is different from the real distribution
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CTGAN

* Training-by-sampling
 Conditional Vector
 Create Ng number of masks: m1, mo, ...

 Randomly select a column with equal
probability

* Construct PMF across the range of the
values

* |log(frequency) of each value

 Select the value based on PMF, and
set the mask accordingly

 Set the condition vector

cond =m; ® ... my,

Example

Dy ={1,2,3} Dy ={1,2)

D2 — 1, M — [0,0,0], Mo — [1,0]

Select from
D, and D,

Say D, is selected

Select a category
from D,

Say category 1 is selected

Pick a row from T, with D, = 1

(2

cond = [0,0,0, 1, 0]

Bo

1, |

B1 o i|B2,i|d1,]

oP¥

D,

SO
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z ~ N(O,1)

/ Generator G()) /

o4

A\ -\

7\
il B, i %z,

A

ﬁz,j

d, ;|da;

N\

/

Critic C()

/

Score



CTGAN

e (Generator:

(ho = z & cond
hy = ho © ReLU(BN(FC|.ond|+|z|—256(N0)))
< ha = hy @® ReLU(BN(FC|.ond|+|2|+256—256(11)))
a; = tanh(FC ond|+|z|+512—1(h2)) 1 <2< N
B; = gumbel, »(FC| ond|+|z|+512—m, (12)) 1 <1 < N,
|d; = gumbelg 5 (FClcond|+|z|+512—|Ds| (h2)) 1 <i< Ny

e Discriminator:

hog = ry 4 b rio & cond, b condyg

hy, = drOp(1eaky(],g(fFC1()|r\+1(1|<--um1|—;.-_>.',(;(/ln\)')')
ho = drop(leaky, »(FCos6256(11)))

)
C(-) = FCas6—1(h2)

i A W N =

N A

e R

10
11
12

13

14

15
16
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Algorithm 1: Train CTGAN on step.

Input: Training data T',.,;», Conditional generator and Critic parameters @4 and @ respectively,
batch size m, pac size pac.
Result: Conditional generator and Critic parameters @, ¢ updated.

Create masks {m;, ..., m;«,...,mp,};, forl <j<m

Create condition vectors cond;, for1l < j < m from masks > Create m conditional vectors
Sample {z;} ~ MVN(0,I), for1 <j<m

I'; < Generator(zj,cond;), forl <j<m > Generate fake data

Sample r; ~ Uniform(Tirqin|cond;), forl < j<m > Get real data

cond,(cp ) condps pact1 D ... B condrxpacipac, for 1 < k < m/pac> Conditional vector pacs

f',(cpac) — Prxpactl D -« B Frexpactpac s for 1 <k < m/pac > Fake data pacs
r,(cpac) — Thxpactl D -« D Trxpactpac s forl <k < m/pac > Real data pacs

Lc < m/zac Z;n:/fac Critic(f',(gpac), cond,(cpac)) — — ]I')ac Z;n:/fac Critic(r,(cpac), cond,(cpac))
Sample p1, ..., Pm/pac ~ Uniform(0, 1)

f',(cpac) — pkf',gpac) + (1 — pk)r,gpac) , forl <k < m/pac

LGP < mivae m/p Cw(||Vf_’<‘j_m) Critic(FP*, cond*?)||; — 1) > Gradient Penalty
bo +— P —0.0002 x Adam(V s (Lo + 10Lgp))

Regenerate r; following lines 1 to 7

Lo+ —— i)ac Zzlz/fa’c Critic(f',(cpac), cond;pac)) + = Z;n:l CrossEntropy(d;- ;, m;«)

¢g +— g —0.0002 x Adam(V . Lg)
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VQ-VAE [18]

* Vector Quantised-Variational AutoEncoder (VQ-VAE), differs from VAEs in two key ways:
 Encoder network outputs discrete, rather than continuous, codes;

* Posteriors and priors in VAEs are assumed normally distributed with diagonal covariance, which
allows for the Gaussian re-parametrisation trick to be used

* In VQ-VAE - the posterior and prior distributions are categorical, and the samples drawn from these
distributions index an embedding table

* These embeddings are then used as input into the decoder network

/ee.e, e,

Space

" ‘g‘/ e
- D VL
) . . - —
v. ‘:‘1 lf.Z;//”‘ - B s N\ e1

q(z|x)

Embedding

( k | ) 1 for k= argminj ||3<?(;'If) —e, | ..
: 0 otherwise

0@ VL

z,(x)

el N

L = log p(z|z,(z)) + |Isg[ze(z)] — el|5 + Bllze(z) — sgle]||5,

CNN

z,(x) ~ q(zlx)

z_(x) 2 2 ZQ(X)

Encoder Decoder

4



Adversarially Regularised Auto-Encoder [15]

discrete

X ~ P,

SNA[

sample

encoder

€1Cy
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Algorithm 1 ARAE Training

decoder reconstruction

real (Pg)

. S R O e e e e e -

9o

generator

critic reqularization

prior (Py)

for each training iteration do

(1) Train the encoder/decoder for reconstruction (¢, 1)
Sample {xY}", ~ P, and compute z(*) = ency4(x?)
DACKPIOD TUSS :_R :r;llogp¢(x(z)|z(z))

(2) Train the critic (w)

Sample {xV}72; ~ P, and {s®’}72; ~ N(0,T)

COH]pUtC Z(z) = €NCy (x("')) and i(z) = g Z('L)
Backprop loss' — = > fw(z(?l5) F LS fu(3®)
d

™m

Clip critic w to [—¢, €]®.
(3) Train the encoder/generator adversarially (¢, 0)
Sample {xV}7%; ~ P, and {s®’}72; ~ N(0,1)

Compute z* = ency(x(") and 2 = gy (s'?).
Backprop loss = S>> | f,(z'Y) — L 5™ £,,(2)

end for
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Bayesian Networks - Parameter Learning

 Maximize Log-likelihood: * With constraints:

N
LL(G,0) = > logP(y,x\7)
j=1

- corresponds to empirical probabilities computed from the sample data, Ii.e., 0y = Pdata(y) and |

 Why maximize Log-likelihood? Why not Conditional Log-Likelihood?

’r’



Typical Bayesian Network — Parameter Learning

 How about maximizing Conditional Log-likelihood?

N
CLL(G,0) = » logP(y[x))

2

lOg Hy(j) + Z lOg 9:13(.j) |y(j) ,H(:E(.j))

RY% n
) - log (Z 6’6 H Hx,gj) C,H($§j>))
c=1 1=1

DEAKIN

UNIVERSITY

Extending to include
Normalisation term
(Denominator)

log 0, + Z log 6 i),

2

Getting rid of Parents
Function 11

)
)

; 90 7];[1 (9587(;3')|C

2

log 0,y + Z log 0 () |y (9) log 0 + Z log 0, c

3 exp

)

term

Taking exp and log
In the normalisation
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Typical Bayesian Network — Parameter Learning

 How about maximizing Conditional Log-likelihood?

CLL(G, Zlogp (y )] x )
71=1
N Y Copied from
=) (log 0,0 + Zloge <g>ym> _log (Z exp <1og9 + Zlog@ mc>) Previous Slide
1 1=1 c=1 1=1

J

N i Y n Reparameterizing
Z By + Z 63;7(;7) e — log Z exp | Be + Z 53353-) c Log of thetas with betas

J =

N : n ;
_ Z log e (5y(3> + 2im 6£U§J)|y<j)) Factoring the log back
j=1

SV exp (5c + iy By |c)
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Typical Bayesian Network — Parameter Learning [23]

 How about maximizing Conditional Log-likelihood?

CLL(G.

Zlogp (y) |xU))

y n . .
Previous Slide
log 0,,5) + E log ngj)y(j)) — log ( E exp (log 0. + g log Hmwc))

c=1

Copied from
) log (Z exp (ﬁc + Z 5 ) C)) Previous Slide

80
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Copied from

1=1

Over-parameterizing

) log (ZGXP (@: log 0. +Zﬁ . 1080, <g>c))
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Typical Bayesian Network — Parameter Learning [23]

 How about maximizing Conditional Log-likelihood?

N
CLL(G,0) = ) logP(y")|x)

=i Over-parameterizing
N n RY% n
:E y log 0, (; E 3y o~ logl Gy, .| —lo Eex log 6 E v, log 0 (;
6y(3) g0, T ﬁx§3)|y(g) g MEeE) & p | Belogb. + ﬁ$§3)|c & P e
7=1 1=1 c=1 i=1
. o x10* Localization
1 0-1 Loss ) 106+ Training Time — KDB19
2 —KDB1°
B KDB1"
0.8 ~ 104 _g -4 -
E o ‘ :
50.6 & _|T -6
Q X 3102 X §’
So4 e = 5
T © 2
" m 10° > 10"
30.2 Q 3 %
:;\)*f" X KDB-1 ¢ ) - X KDB-1  (l) 12
P KDB-1 ()| 02t | | - VKDB-1 ° () | B
0 0.2 0.4 0.6 0.8 1 102 10° 102 10° 10 B T T T,
w w 10 10 10 10 10
KDB-1 ™ (I) KDB-17 () No. of lterations
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Typical Bayesian Network — Parameter Learning

 How about maximizing Conditional Log-likelihood?

N
CLL(G,0) = » logP(y[x")
71=1

n R n Copied from
Previ Slid
5y(j> + Z 5w§j>y<j)> — log (Z exXp (ﬁc 4 Z ﬁx(.j)c)) revious Slide

Introducing Parent

- v n Function 11
_ Z ( )+ 25 )|y, H(m“))) — log (Z exXp (5c + Zﬁ$§j>c,l—[(x§j))))
1=1

c=1

Changing betas to thetas

Hy(j) —+ Z ea:gj)yU),H(x,gj))) — lOg (Z EeEXP <9c + Z Hx?(:j)c’l—[(x?(:j))>)
i=1 =1

c=1
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Typical Bayesian Network — Parameter Learning

 How about maximizing Conditional Log-likelihood?

N
CLL(G,0) = » logP(y"[x")

1=1
N n R n
— Z (Qy(J) + Z 9$(3)|y(3) H(x(J))) -~ lOg (Z eXp ((90 + Z (9:13(3)|c H(xgﬂ))>)
1=1 1=1 c=1 1=1
‘ Constraints
No Constraints Z 0, =1 and Z O,y (z;) = 1
yey x; €EX;

‘ e |teration-based
Optimization - SGD

(Adam)
33
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Models for Structured Data

Discriminator
Network

/
Actual Fake / Not-
Image Fake
_>
Generator
Network
Convolution +
MaxPooling Convolution
(Transpose) P
Input Image Regenerated
Image
Represented
Image
Decoder
Encoder
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GANBLR [24]

* [Glenerative [A]dversarial [N]etworks Inspired
from [N]aive [B]layes and [L]ogistic [R]egression

Oggit';a' Discriminator
O Network
 Make use of Bayesian Networks, but employs a 8
game-theoretic, GAN-based approach to O
learning O
O
O (0) Fake
\/ _>
Generator (1) Real
Network Generated
Data O
Original O
Data O
S 5
s — O
O
3 O
O

P
>
=)
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GANBLR

min max

04

04

DEAKIN

Discriminator’s Objective

P(z|x) G(.) UNIVERSITY
! s At : — ~
GANBLR’s Objective Function max  10g D(Dyata) +108(1 — D(Siata))
P(ylx) P(z]x) v
Y e N e N
— log G(Ddata) + log D(Ddata) + log(l — D(Sdata)) Oggi"a' Discriminator
o ata Network
Generator’s Objective O
P(y|x) 8
: s \ @,
min  —1og G(Dgata) +log(1l — D(Sqata)) O
0, O (0) Fake
v _>
Generator (1) Real
Network Generated
Data O
Original O
Data O
8 v "‘»8 O (0) Class A
O — O (1) Class B
5 @ - |
S O
O
NXxn I
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Comparative Analysis — Performance
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L Accuracy% M Accuracy% S Accuracy%
TRTR )
Method Large Medium Small
80.84% 86.80% 84.62% Method =55 s =55 s 755 s
ISTR GANBLR 0.136 | 0.619 | 0301 | 0.662 | 0.263 | 0.783
GANBLR 78.85% 34.02% 31.67% CTGAN 0.133 | 0621 | 0.287 | 0.672 | 0330 | 0810
CTGAN 75.27% 74.88% 64.37% TableGAN | 0.142 | 0.701 | 0350 | 0.613 | 0.531 | 1.220
TableGAN 66.95% 11.72% 60.87% MedGAN 0.190 | 0.730 | 0.392 | 0.690 | 0.380 | 1.021
MedGAN 67.28% 68.58% 47.36%
Size = Large Size = Medium Size = Small
1.0-
0.9- . ) . i
0.8- i f . B H a i i i i i i i Method
> * . N : BB GANBLR
© 0.7 ) 1 ) . . , EEE CTGAN
S N . B TABLEGAN
< 0.6- - . 1 ¢ B MEDGAN
= TRTR
0.5
0.4-
LR MLP RM XGBT LR MLP RM XGBT LR MLP RM XGBT
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Interpretability
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Class (C) Buying (B=3) Maint (M=2) Doors (D=0) Persons (P=1) Lug_boot (L=2) Safety (S=0)
P(C=0|B, M. D, P, L.S)=04892 P(C=0|B=3)=0.131 P(C=0|M=2) =0.352 P(C=0|D=0)=0.186 P(C=0|P=1)=0.460 P(C=0|L=2)=0.205 P(C=0|S=0)=0.572
P(C=2|B, M, D, P, L, S)=04211 P(C=2|B=3) = 0.288 P(C=2|M=2) = 0.202 P(C=2|D=0)=0.246 P(C=2|P=1)=0.154 P(C=2|L=2)=0.307 P(C=2|S=0)=0.200
P(C=1|B, M, D, P, L, S)=0.0462 P(C=1|B=3) = 0.099 P(C=1M=2) =0.242 P(C=1|D=0)=0.241 P(C=1|P=1)=0.340 P(C=1|L=2)=0.322 P(C=1|S=0)=0.374
P(C=3|B, M, D, P, L, S)=0.0436 P(C=3|B=3) =0.124 P(C=3M=2) =0.266 P(C=3|D=0)=0.172 P(C=3|P=1)=0.405 P(C=3|L=2)=0.165 P(C=3|S=0)=0.682
Interpretation of GANBLR’s generator weights at epoch = 50 on one instance of car dataset.
Class 0 Class 2 Class 1 Class 3
Safety=0 Safety=0 Buying=3 Safety=0
0.21 -0.32 -0.04 0.10
Persons=1 Persons=1 Persons=1 Lug boot=2
0.18 -0.22 0.02 -0.05
Buying=3 Buying=3 Maint=2 Buying=3
-0.06 0.15 0.02 -0.05
Maint=2 Maint=2 Safety=0 Maint=2
0.06 0.02 0.02
Lug boot=2 Lug boot=2 Lug boot=2 Persons=1
-0.05 0.10 0.00 0.02
Doors= Doors=0 Doors=0 Doors=0
-0.04 0.05 -0.0 -0.01

Figure 3: LIME explanation for synthetic data after training using XGBT"
* Probability of each class value are P(C = 0) = 0.76, P(C = 2) = 0.22, P(C =1) = 0.02, P(C = 3) = 0.01
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Interpretability

Buying Maint Doors Persons Lug boot Safety
1 '

1
1

Class (C)
Class (C)

2
2

Features

(a) epoch = 1, training accuracy = 0.26

Overall feature impact during GANBLR training

Buying Maint

Doors
]

Persons Lug_boot Safety

Features
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(b) epoch = 50, training accuracy = 0.76

A\
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Buying Maint Doors Persons Lug boot Safety

1

Class (C)

2

Features

(¢) epoch = 100, training accuracy = 0.85



Use of Unrestricted Bayesian Network

Restricted

|
O

Un-Restricted
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L~ Accuracy%

M~ Accuracy%

S~ Accuracy%

TRTR
Method 80.84% 36.80% 31.62%
TSTR
GANBLR++ (Disc) 79.32% 86.10% 82.56%
GANBLR 78.85% 84.02% 81.67%
CTGAN 75.27% 74.88% 64.37%
TableGAN 66.95% 71.72% 60.87%
MedGAN 67.28% 68.58% 47.36%




Handling Numeric Values

Cluster
Center
e = ¢(dc)7
. L — e
CcC SC 9
(+1]—1
+2| — 2
d.) =
M) =9 433
\OO‘ — X
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d.| < S:.ANd. > 0|d. < O0;

Se < |de| <2S5.Nd. > 0|d. < O0;
28, < |de| <38, Ade > 0lde < 0; x ~ N(X|pe, Se)
d.| >3S. Ad. > 0|d. < 0. X — [

Such that ‘ Se -
sign(X — pe) = sign(ae)

Mode Specific Sampling
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Handling Numeric Values

Cluster
Center
e = gb(dc)a
L — e
C SC 9
(+1]—1
+2| — 2
de
M) =9 433
\OO| — X

0.0 0.5
age

d.| < S:.ANd. > 0|d. < O0;
Se < |de| <2S5.Nd. > 0|d. < O0;

25, < |d.| <3S.Ad. > 0|d. <0;

ld.| > 3S. Nd. > 0l|d. <O.
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1.0

0.0 05 1.0
education-num

12

10
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=== Original
GANBLR++
CTGAN

0.0 0.5 1.0
hours-per-week

GANBLR++ Performance 7=1/7=0

Large Medium Small
T=1/r=0 7=1/7=0
-8.13% -5.70% -7.82%

Cluster Center vs. Dirichlet Mode Discretization
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Handling Numeric Values

151 ‘ ‘ GANBLR++
10 - . . Original
Cluster g 051 - :
| s e
\ 7 Center 00 - (> ' @ ' @
, : 05 - ]
—0.25 000 025 050 075 100 125 02 00 02 04 06 08 10 12 02 00 02 04 06 08 10
15 ‘ ' CTGAN
10 4 | | Original
d § 05 - :
e 0.0 A @
_ 0.5 -
ae = ¢(dec), 08 10 12 02 00 02 04 06 08 10 12 00 02 04 06 08 10
o education-num hours-per-week
d. — Li — He
C ( SC ) 9
(+1] -1 ld.| < S. ANd. > 0|d. < 0; L~ Accuracy%  M7Accuracy% ST Accuracy%
TRTR
o) =4 272 Se<ldef <25 Nde>0lde <O Method 78.90% 56.27% 52.69%
’ +3|—3 25, < |d.| <3S, Ad, > 0|d. < 0; - TSTR? -
GANBLR++ 78.88% 85.57% 81.30%
| 00| — 00 de| > 35, Nd. > 0|d. < 0. CTGAN 77.27% 72.11% 66.77%
TableGAN 63.65% 70.29% 58.29%
MedGAN 65.71% 66.36% 48.29%

93



QN

DEAKIN

UNIVERSITY

94



DEAKIN

UNIVERSITY

Pip Download

» GANBLR is a library using python to enable the O
synthetic tabular data generation

* |t Is available to install via pip command and
become the repository of python package index
group

 The dependencies are listed as below which will
be installed via the pip command.

ganblr0.1.0

pip install ganblr==9.1.6 #

Project description

Introduction

install requires = ["numpy", "pandas", "tensorflow>=2.3", "scikit-learn>=0.24", "pyitlib", “pgmpy"] EX

* There are three major class under the GANBLR library:
« GANBLR - The main class to set up the GANBLR model.

 DMMdiscritizer — The class to convert the numerical column to discretised column via Dirichlet Mode
Discretization

* GANBLRPP - The main class to set up the GANBLR++ model
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GANBLR Class

* There are 4 main parameters in this class:
K -the order of the feature interaction during the generation

i b

* Batch-size - the size of the batch for training the generator for GANBLF
 Epochs — Number of epochs, to train both generator and discriminator
* Warmup_epochs - The epochs needed from total to run the generator solely

. . Sample Evaluate
[ Define Class J —> [ Call fit() J —> [Synthetic DataJ —> [ TSTR J

model = GANBLR()

model.fit(X train, y train, (K =@, epochs = 10, batch size=64])

size = 1000

syn_data = model.sample(size)

acc_score_lr = model.evaluate(X test, y test, model="1lr")
acc_score_mlp = model.evaluate(X_test, y _test, model="mlp")
acc_score_rf = model.evaluate(X_test, y test, model="rf")
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GANBLRPP Class

Define Class | —, Call fit() —_—

Synthetic Data

Sample

from ganblr import GANBLRPP
ganblrpp = GANBLRPP(numerical columns)
ganblrpp.fit(X train, y_train, epochs=10)

size = 1000

syn_data

97

ganblrpp.sample(size)

—_—

acc_score_lr
acc_score_mlp
acc_score_rf

Evaluate
TSTR

DEAKIN
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ganblrpp.evaluate(X_test, y test, model="1r")
ganblrpp.evaluate(X_test, y test, model="'mlp')
ganblrpp.evaluate(X_test, y test, model="rf")
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DMMDiscritizer Class

It is a class used inside of the GANBLR

++

ol b

class GANBLRPP:

« The DMMdiscritizer is to discretize the e, namenieseonamne, (dd-ttt”)’
numerical column into Dirichlet Mode “self._ganblr = GANBLRO)

D|Scretlzat|0n self. numerical columns = numerical columns

return self. ganblr.fit(x, y, k, batch size, epochs, warmup_epochs, verbose)
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Miscellaneous Issues

 How to evaluate data generation model? * Application
 Machine Learning Utility * | - Record generation
e Similarity measurement  |I - Privacy Preserving
* Interpretability  |ll - Fairness Enforcement
* Other measures e |V - Missing values Imputation

e \/ - Adversarial Generation
e Need for a Unified Framework

e Conclusion/ Q&A
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Performance Evaluation

Performance
Machine Likelihood Is new data differentially private?
Learning Utility
Utility

Similarity

o

Interpretability JSD WD

-

Local Global

101
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How much Fairness is enforced?
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Performance

I G
—b[ Generator —>.
‘

i

Oracle
Parameters from
Synthetic

(F \\ Data
( )
Random Forest
\_ Y,
( )
MLP
k Y, ')

]

Train Synthetic Test Real

Machine Learning Utility Real Data Likelihood Utility Simulated Data
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Similarity

Age Salary Location

e » Similarity(Locationgea), Locationgynihetic )

Age Salary Location
32 31k VIC
99 63k VIC
12 91k NSW

23 29k VIC

49 102k NSW

35 91k VIC
Real Data

Synthetic Data

103

DEAKIN

UNIVERSITY

1 n
Similarity (Real, Synthetic) = — E S(FR} FP)
n
i=1

— ]

Jensen-Shannon Wasserstein Distance
Divergence (WD)
(JSD)



Interpretation

Local interpretability:

* Understanding of why a synthetic data
point belongs to the generated label (at

any time during the training)
* Or, given a generated synthetic data

instance, the probability of each possible

label Is present

Class 1

Doors=0
-0.00

Buying=3
-0.04
Persons=1
0.02

Maint=2
0.02
Safety=0
0.02
Lug_boot=2
jo.00

QN
DEAKIN

UNIVERSITY

* Global interpretability:

 How different features impact the synthetic label
generation;

* E.g., which feature has the largest impact on the
synthetic label

Buying Maint Doors Persons Lug boot Safety
Class 3 ' ' ' '

Safety=0
0.10
Lug_boot=2 -
-0.05 . -
Buying=3

-0.05
Maint=2
0.02

Persons=1
0.02

Class (C)
1 0

2

3

Doors=0
-0.01

Features
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The need for a Framework

e (Classification Frameworks: e Data Generation Frameworks:
e Weka:  Katabatic:
* buildClassifier() * buildGenerator()
 distributionForinstancel() * generateData()

e evaluateModel()
* Scikit-Learn:

* built()
* evaluate()

 Many Others
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Application |: Record Generation

Record Generation:

e Medical health records

* Airline passenger records

Why and how to use the generated records?
* Address scarcity in data sources
 Can we use it in supervised settings?

Anomaly Detection
Interactive Learning

Reinforcement Learning

Data-set Version Info

ICU Patients (Rows)

ICD9 Diagnoses (Columns)

MIMIC-III 1.4

46,520

1,071

A
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ICD9 - 1 ICDS - 2 ICD9 -3 ICD9 - 1071

Patient - 1 0 0 0
Patient - 2 1 0 0
Patient - 3 0 0 1

Patient - 46,520| 0 1 1

Patient 18 has the following icd9 diagnoses:

D_519 -- "Tracheostomy complication, unspecified”

D_425 -- Endomyocardial fibrosis

D 584 Acute kidney failure with lesion of tubular necrosis

D_286 -- Congenital factor VIII disorder

D_573 -- Chronic passive congestion of liver

D_599 -- "Urinary tract infection, site not specified”

D 767 -- Subdural and cerebral hemorrhage

106

FEATURE TYPE RANGE/CARD.
COUNTRY ORIGIN CAT. 81
COUNTRY DESTINATION CAT. 95
COUNTRY OFFICE ID. CAT. 65
STAY SATURDAY BINARY {0.1}
PURCHASE ANTICIPATION NUM. [0,364]
NUMBER PASSENGERS NUM. [1.9]
STAY DURATION DAYS NUM. [0,90]
GENDER BINARY {0,1}
PNR WITH CHILDREN BINARY {0,1}
AGE (YEARS) NUM. [0,99]
NATIONALITY CAT. 76
BUSINESS/LEISURE BINARY {0,1}
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Application lI: Privacy Preserving

* Differential privacy guarantees the output of the model f be insensitive to the presence or absence of any
one individual in the dataset

* We use Ddata and D’qata, to denote two neighbouring datasets which differ exactly in one instance

-
[

« Definition: A randomised algorithm M satisfies e-differential privacy, if for all neighbouring datasets Dq5¢5 |
and Dyt and all subsets z, we have: P(M(Dyat5) € 2) = e P(M(Dgats) € 2)

K\ _ B , - -

* ¢ Is the privacy budget,

Differentially Private

| Original Dataset Synthesize, add noise Synthetic Dataset
« Smaller value dictates:
. Features Label
* A strong privacy guarantee Synthesizer
* However, machine learning utility ) j\ =y )
can be low
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Appllcatlon ll: Privacy Preservmg

\ For a given determlnlstlc function f, DP is of- ten achieved by |nject|ng random noise into f ’s output, while
- the noise magnitude is determined byf s sensitivity

\\\

_ 2
Global Sensitivity M(Daata) = f(Daata) + N (0, Ac”)

Gaussian Noise Mechanism

A= max |[f(Dgata) — (D data)1

Ddataap data

M(Ddata) — f(Ddata) + Lap(()? é)

€

Laplace Mechanism
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Privacy Preserving [33]

» Differential Privacy SGD Algorithm

* One might attempt to protect the privacy of training
data by working only on the final parameters that
result from the training process, treating this
process as a black box

* One may not have a useful, tight
characterization of the dependence of these
parameters on the training data; adding overly
conservative noise to the parameters, where the
noise Is selected according to the worst-case
analysis, would destroy the utility of the learned
model

 One must control the influence of the training data
during the training process, specifically during the
SGD computation

109

C and o are different for various

Layers in the network

N

Algorithm 1 Differentially private SGD (Out\ine)

Input: Examples {xi,...,zn}, loss functio‘n L(O) =
=~ > L(6,z;). P ters: learni t i 1
~ >_; £(0,x;). Parameters: learning rate 7:] noise scale
o, group size L, gradient norm bound C.
Initialize 6y randomly

for t € [T] do

Take a random sample L; with sampling probability
L/N

Compute gradient

For each i € L, compute g:(x;) < Vo, L0:, x;)

Clip gradient

8:(z;) < g¢(x;)/ max (1, ||gt(gi)”2)

Add noise

& < 1 (22 8t(x:) + N(0,0°C"1))

Descent

Ori1 < 0 — M8

Output 67 and compute the overall privacy cost (g,9)
using a privacy accounting method.
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DP-GAN [34]

framework?

Not Straightforward
Solution: DP-GAN

Moment Accountant

Let us talk about moment accountant

Is it straightforward to use DP SGD to use with-in GAN

110

Algorithm 1: Basic dp-GAN

1

10

11

12

13

14
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Input: n - number of samples; A - coefficient of gradient
penalty; n.yitic - number of critic iterations per
generator iteration; nparam - number of
discriminator’s parameters; m - batch size; («, f1, f2) -
Adam hyper-parameters; C - gradient clipping bound;
o - noise scale; (€p, dg) - total privacy budget

Output: differentially private generator G

while 0 has not converge do

fort=1,--- ,ncritic do

fori=1,--- ,mdo

sample X ~ Pdatas 2 ~ Pz, p ~ U[0,1]

X «— px+(1-p)G(z);

t®) — D(G(z)) — D(x) + A (I|V+D@)ll, ~ 1)° ; DP Enforced

// computing discriminator’s gradients only in Discriminator

gD — v,, 0

// clipping and perturbation
(& ~ N (0,(cC)* I))
g® — g\ /max(1, ||gV||2/C) + &;

// updating privacy accountant
update A with (o, m, nparam) ;
// updating discriminator

w «— Adam (% Zﬁl g(i), w, &, ,51,,52)§

Sample {Z(i)}inil ~ Pz

// updating generator
0 — Adam (VoL £, -DGG1)), 6,a, By, )

// computing cumulative privacy loss
0 < query A with €o;
i if 5 > 6y then break;

return G
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Application lll: Fairness Enforcement | s
* Bias - Latent/Explicit
* Latent Bias:
* Weak Supervision — un-bias/reference dataset Dret is built, and is used in conjunction with bias dataset

Dbias
 EXxplicit bias:
. . P(Y[S = 0) . .
, Enforce fairness constraints — e.g., (Y| S 1), where Y is the dependent variable, and S denotes

some sensitive feature in the data

 How is un-bias/reference dataset Dref is built? De-bias Sampling

— e e —— - = = e

¢ Train on a model on:
* Dres U Dpias

 Combining Dref and Duias IS a reasonable strategy, but what is needed is a way of systematic weighting
that selects samples from Dref U Doias such that fairness is not compromised

- * |Image domain - Conditional Modelling, Importance Re-weighting
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Fairness Enforcement

Original

Discriminator
Data

Network

T

Ask
Ddata, U D1ref

0]0]0]0]0]0]e,

(0) Fake

Oracle
v _>
Generator (1) Real

b Dref J
T Network Generated

Data
Original
Data

Ddata

(0) Bias

—_—
(1) Non-bias

C00000OO0

(0) S

(1) Non-S

OCO00000O

P
>
=)
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Algorithm 1 Minibatch stochastic gradient descent training of
FairGAN.

1: for number of pre-training iterations do
2: Sample a batch of m examples (x, y, s) ~ Pgata(X, Y, S)
3: Update Autoencoder by descending its stochastic gradient:

1 m
\Y —Z x’ — x||?
Haemi:1|| ||2

FairGAN [25]

4: end for
5: for number of training iterations do
Sample a batch of m examples (x, y, s) ~ Pgata(X, Y, S)
Sample a batch of m examples (X, §,5) ~ Pg(x,y,s) from
generator Gpec(z, s) by first drawing s ~ Pg(s) and noise sam-
ples z ~ P;(z)

A

8: Update D; by ascending its stochastic gradient:
1 < o
V9d1 - Z [log Di(x,y,s) +log(1 — D1(%x, 7, s))]
i=1
real: (x,, s) (%918 = 0) 9 Update Gpe. by descending along its stochastic gradient:
S o . S ola 1\ oo
fake:(X, 7y, S) X, y|s=1) Vo, — Z log(1 — D1(%x, 7, 5))
S I "=
[ Dy - D, \ 10: Sample a batch of m examples (x,7|s = 1) ~ Pg(x,y|s =
Discriminator {Discriminator 1) and sample another batch of m examples (%,7j|§ = 0) ~
Pg(x,y|s = 0)
\ ~ 11: Update D, by ascending its stochastic gradient:
Paata(%,Y15) Pa(xyls) | .
| . o -
—L Vou 5~ 2, [log D2k 9) +log(1 ~ Da(%. )]
[ Gpec ) (e
I Generator 12: Update Gp.. by descending along its stochastic gradient:
1 2m
p P p ) V@g ™ Z [log Da(%, 1) + log(1 — D2 (X, y))]
z i=1
Protected ‘ Noise
attribute ) 13: end for
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Application IV: Missing Value Imputation [35]

Original data Algorithm 1 Pseudo-code of GAIN
X | X g fxe] X while training loss has not converged do
X | %22 | X | x24 | X35 (1) Discriminator optimization
x31 | X | %33 | X | s Draw kp samples from the dataset {(Xx(j), m(j)) };”:’ 1
Data matrix Random matrix Mask matrix Draw kp i.i.d. samples, {z(j)}*? =1 of Z
X11| 0 |X13 %14 | O 0 |22/ 0|0 |z |1]0]|1]1]0 Draw kp i.1.d. samples, {b(])}J 1 of B
1 0 |x22| O |xp4 |Xp5 | [Z21] 0 [Z23) 0 | O 0j1]0 )11 for y=1,....kp do
X31| 0 [x33| 0 [x35| | 0 [Z32] 0 |Zz3,| O 1/0]1/0]1 ( ) — G( ( ) (]),Z(j)
%(j) ¢ m(j) O x(j) + (1 - m(})) © X(5)
h(j) = b(j) ©m(j) + 0.5(1 — b(j))
; ; end for
L | Back Update D using stochastic gradient descent (SGD)
(MOSS::) o [ Genel‘ator } propagate@ p g g
kp
(st Genrser | Vb -3 Lo(m(j), DX(), h(j)), b(5))
Imputed Matrix Hint Matrix i J=1
X11 | X12 | X13 | X14 | X15 1 05| 1 1 0 |
2o | %oy | Zos | %oa | Zoe o |10 1 05! (2) Generator optimization - N
o | 200 [2on | 7on |2 1o l2loslnlt Draw k¢ samples from the dataset {(x(j), m(7))};<,
\/ Draw k¢ i.i.d. samples, {z(j )}k Lof Z
e ek Dravy kg i.i.d. samples, {b(J )}J of B
Discriminator [-------- ropagate : for j=1,...,kgdo
I : h(j) = b(j) ©m(j) + 0.5(1 — b(j))
h end for
Pu | Pro | Pis [ Pue Pus Loss Update G using SGD (for fixed D)
P21 | P22 | P23 | P24 | P25 [ (Cross Entropy) <
P31 | P32 | P33 | P34 | P35 i N ) N
Estimated mask matrix VG Z EG (m(])7 m(.?)) b(.?)) + aLM (X(J)7 X(] ))
end while
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Application IV: Missing Value Imputation [35]

Table 2. Imputation performance in terms of RMSE (Average + Std of RMSE)

Algorithm Breast Spam Letter Credit News
GAIN 0546 + .0006 | .0513+ .0016 | .1198+ .0005 | .1858 & .0010 | .1441 + .0007
MICE 0646 + .0028 | .0699 &+ .0010 | .1537 & .0006 | .2585 4 .0011 | .1763 £ .0007
MissForest 0608 &+ .0013 | .0553 4+ .0013 | .1605 &+ .0004 | .1976 &+ .0015 | .1623 4+ 0.012
Matrix 0946 + .0020 | .0542 4 .0006 | .1442 4+ .0006 | .2602 + .0073 | .2282 4 .0005
Auto-encoder | .0697 4+ .0018 | .0670 £ .0030 | .1351 4 .0009 | .2388 + .0005 | .1667 + .0014
EM 0634 + .0021 | .0712 4+ .0012 | .1563 4+ .0012 | .2604 + .0015 | .1912 + .0011
Table 1. Source of gains in GAIN algorithm (Mean =+ Std of RMSE (Gain (%)))
Algorithm Breast Spam Letter Credit News
GAIN 0546 + .0006 | .0513+ .0016 | .1198+4 .0005 | .1858 + .0010 | .1441 + .0007
GAIN w/o || .0701 & .0021 | .0676 £+ .0029 | .1344 + .0012 | .2436 + .0012 | .1612 4 .0024
La (22.1%) (24.1%) (10.9%) (23.7%) (10.6%)
GAIN w/o || .0767 & .0015 | .0672 £ .0036 | .1586 + .0024 | .2533 £+ .0048 | .2522 + .0042
L (28.9%) (23.7%) (24.4%) (26.7%) (42.9%)
GAIN w/o || .0639 + .0018 | .0582 + .0008 | .1249 + .0011 | .2173 £+ .0052 | .1521 4 .0008
Hint (14.6%) (11.9%) (4.1%) (14.5%) (5.3%)
GAIN w/o || .0782 4+ .0016 | .0700 £ .0064 | .1671 £ .0052 | .2789 £ .0071 | .2527 4 .0052
Hint & L), (30.1%) (26.7 %) (28.3%) (33.4%) (43.0%)
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Missing Value Imputation

 HI-VAIE  MIDA

* Handling Incomplete Heterogeneous Data using  MIDA: Multiple Imputation using Denoising
VAEs Autoencoders
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Application V: Adversarial Generation

e Ethical Adversarial Attacks:

 FGSM (Fast Gradient Sign Method)
 BIM (Basic Iterative Method)

 PGD (Projected Gradient Descent)
 DeepFool

 LowProFool

* Blackbox-Tabular-Data-Attack (BTDA)
* Universal Attack
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FGSM [26]
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+ .007 %
. €T _|_
z sign(VeJ(0,2,9))  ign(v,.J(8, 2,1))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

* |f @ be the parameters of the model, x is the input and vy is its associate label, and J(@, x, y) be the cost used
to train the network

« We can linearise the cost function around the current value of @, obtaining an optimal max-norm constrained
perturbation of:

=€ Sign(vx(oa X, y))
* Required gradient can be computed efficiently using back-propagation

XadV:X—I—T]
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BIM and PGD [27,28]

 BIM

— X

* Apply FGSM multiple times with small step size

+ asign(Vy (0, x

XN—I—l — ClipX,e{X N Y

e aIs setto1
 Number of iterations: min(e+4, 1.25¢)

* Clipxe(A) is an element-wise clipping of A,
where each element Aj;, is clipped to the
range:

o [Xii- €, Xij+ €]

_ XRandom

- PGD
* Similar to BIM but initialize randomly

1 = Clipy XN + asign(Vx(0,xy", y
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UNIVERSITY

BIM

)1

PGD

)1



DEAKIN

UNIVERSITY

DeepFool [29]

* DeepFool for Binary Classifier:

 Minimal perturbation r*(x) for the classifier f to
misclassify the input x is the orthogonal
projection to the hyperplane of the binary
classifier

=
*
—~~

PS
-
~—

|

arg min||r||o
subject to sign(f(xg +1r)) # sign(f(xo))

W

—f(xo0)

[wll2
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DeepFool [29

Algorithm 1 DeepFool for binary classifiers

N A A > e

input: Image x, classifier f.
output: Perturbation 7.
Initialize xp <+ @, 71 < 0.
while sign(f(x;)) = sign(f(xy)) do
A ||vj}(<z';)>u3 V(@)
Lit1 < T+ T4,
1 1+ 1.
end while

return 7 = ) . 7;.
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=
*
—~~

PS
-
~—

|

arg min||r||o
subject to sign(f(xg +1r)) # sign(f(xo))

W

—f(xo0)

w3

argmin ||r;||2, subject to f(x;) + Vf(x;)" r; =0
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LowProFool [30]

* Apply FGSM multiple times with small step size:

Algorithm 1 LowProFool

Input: Classifier f, sample @, target label ¢, loss function L, trade-off factor A, feature importance
v, maximum number of iterations IV, scaling factor «
Output: Adversarial example '’
1: <+ [0,0,...,0]
2. g — T
3: foriin0...N — 1do
ri ¢ =V (L(zi,t) + AllvOr|)
T 1T+ ar;
x; 1 < clip(x+r)
end for
' < argming, d,(z;) Vi€ [0...N —1] st f(x;) # f(xo)
return x’

oSN s
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Blackbox Attack and Universal Attack [31,32]

............. Surrogate model M '3
Data x fA set of rules to:
¥ 1. Preserve the structure Embeddin _
 — of the features ) 8 iy V] (X)
2. Protect the immutable function f :
RRmmEmes features I for changes sedsnnunn
X

....................................................................

Algorithm 1: Crafting an adversarial example. M is the surrogate model, x is the candidate
benign sample, y its label, £ is the original task’s loss function, £* is the adversarial objective function
composed of Lagy and Lgparial, I is the set of immutable features, and A is the maximum distortion
(£o-wise).

w N1 D e W

e

10

Input: M, z. y, L, L, I, A
T T
S+ 0
while M (z*) =y and S| < A do
G V- L(M(z*),y)
S + Su{argmax;zg,; G;}
a < COMPUTESTEP(z*, L")
forall i € S do
L Ty — T, +a

r* < PROJECT(z*)

return z*
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Algorithm 1 Computation of universal perturbations.

I: input: Data points X, classifier k, desired £, norm of
the perturbation &, desired accuracy on perturbed sam-
ples d.
output: Universal perturbation vector v.
. Initialize v < 0.
while Err(X,) <1 -0 do
for each datapoint z; € X do
if k(xz; +v) = k(z;) then
Compute the minimal perturbation that
sends x; + v to the decision boundary:

NS HsELDY

A

Av; + argmin ||7||2 s.t. l:'(;l?,f +v+7r)F# k(x;).
-
8: Update the perturbation:
U Pp.g('l.’ -+ A'U,‘).

9: end if
10: end for
11: end while

| T— N



Algorithm 1: Algorithm D2A3 and D2A3N Training

Input : Sqata = [(X',¥"), ..., (x™,y™)], Discretization type — C

1 Initial parameter @, of the model f(-)

2
3
4
5
6
7

o0

10

11
12

13
14
15

Run discretization method C to obtain cut-points for each feature with ®(.)
for iteration ¢ C @ in training model f(-) do

for sample x* in batch X C S4a.ta and y* do

if D243 then

Discretize with one-hot encoding ®(x*)

Train f(-) with ®(x*) and y* via gradient descent to minimize:
L0V (f(D(x)),y") ; // Training Loss

Obtain adversarial sample X* € S.4v ; // Adversarial Training

Discretize with one-hot encoding ®(x")

Train f(-) with ®(x") via gradient descent to minimize:

L0V (f(@(%), ¥")

else
Train f(-) with x* and y* via gradient descent to minimize:

L0V (f(x),y")

Obtain adversarial sample X* € Saqv ; // Adversarial Training
Obtain data transformation: M(®(x"))

Train f(-) with M(®(x")) via gradient descent to minimize:
L0V (FIM(®(XH))),y) ; // Adversarial Training Loss

16 return f(-), ®(-), M(:)

Adversarial Attacks on Tabular Data [36]
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Table 2: Performance Comparison for D2A3.

Models

Standard Robust Accuracy (Avg)

Success Rate(SR) (Avg)

Accuracy FGSM DeepFool LowProFool

FGSM DeepFool LowProFool

Clean

Thermometer

0.135 0.793 0.769
0.196 0.160 0.194

D2A3-EF
D2A3-EW
D2A3-MDL

0.918 0.897 0.884 0.869

0.153 0.165 0.217
0.136 0.143 0.161

0.000 0.025 0.030




Conclusion & Discussion
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"+ Tabular Data Generation is extremely important in the context of Controlled Learning

\

\\ — — - ———

« Community needs to work on the standards/evaluations

 Simple methods should be considered and evaluated

e There Is a need for unified framework

* At the end of the day, we need something other than the given data - be it an auxiliary data source,
expert advise or else - research need to focus on integration of such sources

* Need for investigating models that has little to no reliance on the data
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Future Collaboration

\\ £ [
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N

Nayyar Zaidi Gang Li

http://www.nayyarzaidi.com

Google: {Nayyar, Zaidi, Deakin}

Email: nayyar.zaidi@deakin.edu.au

* Looking for a Phd in this area

* Building on research collaboration

* |Interested in writing competitive research

grant applications like ARC Linkage

* |ndustry willing to fund a project
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